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Abstract - We propose here a novel system for protecting fingerprint privacy by combining two different fingerprints into
a new identity. In the enrollment, two fingerprints are captured from two different fingers. We extract the minutiae
positions from one fingerprint, the orientation from the other fingerprint, and the reference points from both fingerprints.
Based on this extracted information and our proposed coding strategies, a combined minutiae template is generated and
stored in a database. In the authentication, the system requires two query fingerprints from the same two fingers which
are used in the enrollment. A two-stage fingerprint matching process is proposed for matching the two query fingerprints
against a combined minutiae template. By storing the combined minutiae template, the complete minutiae feature of a
single fingerprint will not be compromised when the database is stolen.

Index Terms - fingerprint, Combination, minutiae, privacy, protection.

. INTRODUCTION

Identification systems rely on three key elements: 1) attribute identifiers (e.g., Social Security Number, driver’s license number,
and account number), 2) biographical identifiers (e.g., address, profession, education, and marital status), and 3) biometric
identifiers (e.g., fingerprint, iris, voice, and gait). It is rather easy for an individual to falsify attribute and biographical identifiers;
however, biometric identifiers depend on intrinsic physiological characteristics that are difficult to falsify or alter.

Automated human identification using physiological and/or behavioral characteristics, biometrics, is increasingly mapped to
new civilian applications for commercial use. The tremendous growth in the demand for more user-friendly and secured
biometrics systems has motivated researchers to explore new biometrics features and traits. The anatomy of human fingers is
quite complicated and largely responsible for the individuality of fingerprints and finger veins. The high individuality of
fingerprints has been attributed to the random imperfections in the friction ridges and valleys, which are commonly referred to as
minutiae or level-2 fingerprint features. Therefore, several live ness countermeasures to detect such sensor-level spoof attacks
have been proposed, e.g., finger response to electrical impulse, finger temperature and electrocardiographic signals, time-varying
perspiration patterns from fingertips, and a percentage of oxygen-saturated hemoglobin in the blood. Despite the variety of these
suggestions, only a few have been found suitable for online fingerprint identification, and these techniques require close contact
of respective sensors with the fingers, which makes them unsuitable for unconstrained finger images or when the presented
fingers are not in close proximity with the sensors.

As biometrics is gaining popularity, there is increased concern over the loss of privacy and potential misuse of biometric data
held in central repositories. The association of Fingerprints with criminal raises further concerns. On the other hand, the
alternative suggestion of keeping biometric data in smart cards does not solve the problem, since forgers can always claim that
their card is broken to avoid biometric verification altogether. So it is important to generate a better and robust fingerprint privacy
protection system.

Il THE PROPOSED FINGERPRINT PRIVACY PROTECTION SYSTEM

Fig. 1 shows our proposed fingerprint privacy protection system. In enrollment phase, the system captures two fingerprints from
two different fingers, say fingerprints .1& 2 from fingers .1 and B, respectively. We extract the minutiae positions from
fingerprint .1 and the orientation from fingerprint & using some existing techniques . Then, by using our proposed coding
strategies, a combined minutiae template is generated based on the minutiae positions, the orientation and the reference points
detected from both fingerprints. Finally, the combined minutiae template is stored in a database. In the authentication phase, two
query fingerprints are required from the same two fingers, say fingerprints 4. and =. from fingers 4 and 2. As what we have
done in the enrollment, we extract the minutiae positions from fingerprint 1. and the orientation from fingerprint 2. Reference
points are detected from both query fingerprints. These extracted information will be matched against the corresponding template
stored in the database by using a two-stage fingerprint matching. The authentication will be successful if the matching score is over
a predefined threshold.
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Fig. 1. Proposed fingerprint privacy protection system.

A. Reference Points Detection
The reference points detection process is motivated by Nilsson et al. , who first propose to use complex filters for
singular point detection. Given a fingerprint, the main steps of the reference points detection are summarized as follows:
Given a fingerprint, the main steps of the reference points detection are summarized as follows:
1) Compute the orientation from the fingerprint. The orientation in complex domain, where

Z = o820+ jsin(20),
2) Calculate a certainty map of reference points

C/‘,.F,_J- = T}E_f
Where “*” is the convolution operator and is the conjugate of
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This is the kernel for reference point detection.
2) Calculate the reference points using following equation:
¢, = Crap il Arg{Clpy)) iTApE(C i >0
™! =10 otherwise
B. Combined Minutiae Template Generation
Here the combined minutiae template is generated based on the extracted information from the fingerprints and by minutiae

position alignment and minutiae direction assignment.
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Fig. 2. Combined minutiae template generation process.

Minutiae position alignment

The alignment is performed by translating and rotating each minutiae point. Two primary reference points are overlapped
both in the position and the angle after the minutiae position alignment.
Minutiae direction assignment

Here each aligned minutiae position is assigned with a direction. Once all the aligned minutiae positions are assigned with
directions, a combined minutiae template is created for enrollment.
C. Two-Stage Fingerprint Matching

!
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Fig. 3. Two-stage fingerprint matching process.
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Given the minutiae positions 4. of fingerprint .1, the orientation ¢ n. of fingerprint 2. and the reference points of the two
query fingerprints. In order to match the ;. stored in the database, we propose a two-stage fingerprint matching process
including query minutiae determination and matching score calculation as shown in Fig. 3.

1) Query Minutiae Determination:

The query minutiae determination is a very important step during the fingerprint matching. In order to simplify the
description of our algorithm, we first introduce the local features extracted for a minutiae point in M. The local feature extraction
is similar to the work proposed in previous paper. Given a minutiae point m;. and another minutiae point m;. in M., we define

1) L;j as the distance between m;. and m;,.

Lz = \/(.lf,r .lf_»,»-)"! + (2ic ,u},f.)"‘)'

2) yi; as the difference between the directions (after modulo m) of m;, and m;,
Yi; = i mod w — &, mod
3) 0;; as a radial angle:
i = R (i mod m, atan2 (yie — yie, %je — Tic))

Where a tan 2(y, x) is a two-argument arctangent function in the range (— T, n) and

fy — 2 if —mw <y —pp <
R(pta, p2) = { 1 — po+ 2w ifpg — pp £ -
po — iy + 21 ifpy — py > m.

For the i*" minutiae point m;, in M., we extract a set of local features F; as follows:
F; = (Lij, Lik, Lit, vij, Yk, Yit> Cij, Ciks Tit)

Where we assume my is the nearest, m,. is the second nearest and m,, is the third nearest minutiae point of m;. .
Suppose we detect k, (k; = 1) reference points from fingerprint A' and k,(k, = 1) reference points from fingerprint B'. The
query minutiae is determined as follows:

1) Select a pair of reference points: one from fingerprint A' (say R,s) and the other from fingerprint B' (sayR,). Assume R is
located at 7,r = (7,47, 7, ) With the angle B,r, R, is located at 7, = (17,7, ) with the angle B, , respectively.

2) Perturb B, byt = S, + k. A, where k is an integer and A'is a perturbation size. We choose A = 3 x /180 radians (i.e., 3
degrees) and—5 < k = 5. Thus, we have k = 11 perturbed angles for the reference point R’ .

3) Generate a combined minutiae template M. (z) for testing (hereinafter simply termed as a testing minutiae) from P, 0,/ R, ,
(with a perturbed angle t) and using the proposed combined minutiae template generation algorithm. Note that the same coding
strategy should be adopted for generating M./ (7) and M. . In total, we generate K testing minutiae M. (t).

4) Suppose F,, are the local features extracted for the ut" minutiae point in M. (), while are the local features extracted for the
vt" minutiae point in M. Calculate the difference between F,, and F, by

12, Craamr) wm iy« > [ BL(H) — ()]
’ ]

LR T >_||"..(,/) LWl

/ i

Where F;; refers to the j*" component of F;, w, and w, are the weights for different features. We follow the same weight settings
as in existing, where w, and w, are empirically set as w; = 1 and w, = 0.3 X ©/180 . Then, we define the difference between
M. (t) and M, as

dr = ming, D (u, v).

5) Repeat steps 1) to 4) until all the possible pairs (in total pairs) of reference points are selected and processed. Among all the

testing minutiae (K X k; X k, in total), the one which has the minimum difference from M, (i.e., the minimum d,) will be

considered as the query minutiae

B. Matching Score Calculation: For the combined minutiae templates that are generated using Coding Strategy 1, we do a
modulo = for all the minutiae directions in e and ., so as to remove the randomness. After the modulo operation, we
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use an existing minutiae matching algorithm to calculate a matching score between /@ and M- for the authentication

" e - - - - - 3 & -
decision. For other combined minutiae templates, we directly calculate a matching score between Ve and M; using an
existing minutiae matching algorithm

I11. COMBINED FINGERPRINT GENERATION
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Fig. 5. Generating a combined fingerprint for two different fingerprints.

In a combined minutiae template, the minutiae positions and directions (after modulo =) are extracted from two different
fingerprints separately. These minutiae positions and directions share a similar topology to those from an original fi ngerprint.
Therefore, the combined minutiae template has a similar topology to an original minutiae template. Some existing works have
shown that it is possible to reconstruct a full fingerprint image from a minutiae template. By adopting one of these fingerprint
reconstruction approaches, we are able to convert our combined minutiae template into a combined .

IV. EXPERIMENTAL RESULTS
The experiment is conducted on the first two impressions of the database, which contains 200 fingerprints from 100 fingers (with
2 impressions per finger). The VeriFinger is used for the minutiae positions extraction and the minutiae matching. The algorithm
is used for the orientation extraction.

The reference points detection has a significant impact on the accuracy and efficiency of our proposed system.

In order to evaluate the performance of our system, we randomly pair the 100 fingers in the database to produce a group of 50
non overlapped finger pairs, where each finger pair contains two different fingers. The random pairing process is repeated 10
times to have 10 groups of 50 non overlapped finger pairs.

For the two fingerprints captured from two different fingers, we can generate two combined minutiae templates in total, where
one fingerprint serves as fingerprint 1, the other serves as fingerprint = or vice versa. The system designer can choose to enroll
one or both of the two templates in the database, which depends on the applications. Thus, we consider the following two cases in
building the system database for each group of finger pairs:

1) The first impressions of each finger pair are used to pro-duce only one combined minutiae template for enroliment.
Therefore, there are 50 templates stored in the database. To compute the False Rejection Rate (FRR), the second impressions
of a finger pair are matched against the cor-responding enrolled template, producing 50 genuine tests. To compute the False
Acceptance Rate (FAR), the first impressions of a finger pair are matched against the other 49 enrolled templates, producing
A% A9— 2. 34 imposter tests.

Fingerprint A Fingerprint B

"used to produce two combined minutiae templates for enrollment. Thus,
there are 100 templates stored in the database. Similarly, 100 genuine tests are performed to compute FRR and 1 {1{)xf11)
—1190)() imposter tests are performed to compute FAR.

In order to show the effectiveness of the proposed two two-stage fingerprint matching, we evaluate the performance of our system
by using a conventional minutiae matching technique for the fingerprint matching. That is to say, during the authentication, we
generate a combined minutiae template from two query fingerprints, which is then matched against the corresponding enrolled
template by using a conventional minutiae matching algorithm . Under such an assumption, the performance of our system is
shown in Fig. 6. Note that the combined minutiae templates generated using Coding Strategy can not be matched directly using a
conventional minutiae. After that we get a reconstructed image which is shown in fig7

IJEDR1602368 International Journal of Engineering Development and Research (www.ijedr.org) 2100



file:///E:/Planet%20Publication/IJEDR/Volume%203/Vol%203%20Issue%202/Published_Paper_V3_I2/www.ijedr.org

© 2016 IJEDR | Volume 4, Issue 2 | ISSN: 2321-9939

fsrarawd

Fig. 6. lllustrations of the reference points detection. Fingerprint with only one reference point in (a)binarized (b)thinned (c)
Hbreak Removal (d)All Minutiae position.(e) Final minutiae points(f) Minutiae points on input image(g)Input
image(h)Normalised image (i) Actual result

W st g

Fig7 Reconstructed image
V. CONCLUSION

In this paper, we introduce a novel system for fingerprint privacy protection by combining two fingerprints into a new identity. In
the enrollment, the system captures two fingerprints from two different fingers. A combined minutiae template containing only a
partial minutiae feature of each of the two fingerprints will be generated and stored in a database. To make the combined minutiae
template look real as an original minutiae template, three different coding strategies are introduced during the combined minutiae
template generation process.

In the authentication process, two query fingerprints from the same two fingers are required. A two-stage fingerprint
matching process is proposed for matching the two query fingerprints against the enrolled template. Our combined minutiae
template has a similar topology to an original minutiae template. Therefore, we are able to combine two different fingerprints into
a new virtual identity by reconstructing a real-look alike combined fingerprint from the
combined minutiae template. The experimental results show that our system achieves a very low error rate.
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