
© 2016 IJEDR | Volume 4, Issue 2 | ISSN: 2321-9939 

IJEDR1602340 International Journal of Engineering Development and Research (www.ijedr.org) 1932 

 

Provide security for broker-less content based publish 

system using pairing based cryptography 

Vinit D. Malpure, Dr. P.K Deshmukh 

Department of Computer Engineering 

JSPM’s Rajarshi shahu college of engineering 

Savitribai Phule Pune University, India 

________________________________________________________________________________________________________ 

 

Abstract— Publish–subscribe system is a messaging system, which contains different types agents where these agents are 

classified based on their roles. Users are information producers or consumers. In this system, publishers publish messages 

and these messages depends on their subscriptions receive events. In the content-based publisher/subscriber system, its 

have both publishers and subscribers are loosely coupled and don’t have trust on each other. For this applying generally 

of some basic security system mechanisms is to like both authentication data and data privacy is a difficult task. As there 

is no need to disclose identity to all the subscribers that receives an event. Same for, subscribers need not to disclose the 

identity of publishers that sends events. The whole communication between them is handled by the publish/subscribe 

system. All the communication is been done through the broker. As all the messages have to be passing through the 

broker, it becomes bottleneck of the whole system if there is broker failure it results in the breakdown of the whole system. 

To address this issue, the approach used to provide secrecy and authentications in a direct content-based 

publish/subscribe system by using the mechanisms is attribute base encryption (ABE). 

 

Index Terms –Content –based, publish subscribe, peer-to-peer, broker less, security.  
________________________________________________________________________________________________________ 

I. INTRODUCTION 

The publisher/subscriber system is a messaging system, it is much admired because of its built in ability in decoupling 

technique. In posture of synchronization between time  for  publisher and subscriber to send and receive data. To sends or data 

information into the publisher/subscriber system and side of subscribers describe the particular events of their interest by the 

means of publisher’s subscriptions. The Published events by publisher’s are forwarded to the subscribers whose subscriptions are 

corresponding against the publish event. In the traditional systems, this particular decoupling technique is been achieved by the 

in-between routing to the broker network System. This type of All communication is been completed through the broker. This 

type we observed it became a single point of breakdown in the traditional broker architecture. So to overcome these particular 

issues, in publisher/subscriber systems, publishers and subscribers both are must using a broker-less routing environment [2]. 

Even if there is a breakdown of publisher or subscriber for publisher/subscriber system, it will not bring down the entire system. 

In the pub/sub system, There are two types of subscription models for specifying the subscriptions: 1) topic-based. 2) Content 

based.  In the topic based model, a single topic is specified and all the events or messages with information related to that topic 

are sends to the related subscribers. The subscribers cannot specify any restrictions on the message contents. Content-based 

pub/sub system type is the most expressive subscription model; by using this model subscribers will define the related 

subscriptions that will provide restrictions or constraints on the message content for events. This both nature expressiveness or 

fluency and their asynchronous part of nature is helpful for large-scale network distributed system  applications like traffic 

control, stock exchange, news distribution, environmental monitoring, and public sensing. Pub/sub has to maintain the 

mechanisms that are used to provide the some basic part of security requirements of such system applications both confidentiality 

like and access control. The concept of access control is allowed only to the publisher/subscriber that is authenticated by system 

constraint. Publishers are allowed to publish events in the network to all subscribers. But events are delivered to only authorized 

subscribers. The content or messages of events should not be disclosed to the subscriber that should not receive it. As  all the 

relevant information of events without exhibit its subscription to the  subscriber[2,5].Addressing problems of  these type of  

security problems and issues in the context of content based publisher/subscriber System produces new issues and challenges 

became difficult. Such as Example, for relevance system end-to-end have some authentication by taking a appropriate public key 

infrastructure (PKI) will not maintain the loose coupling as dependency while accessing the appropriate data published by 

publisher, as it is with authentication by credential and provide control between both subscribers and publishers to current system. 

In that public key infrastructure (PKI), at time of generated events publishers must create the categorize public keys for those 

subscriber whose interested subscribers in events to encryption for system. Subscribers do they must have knowledge and 

maintain the particular public keys through PKI of related all whose publishers to verify the credential and authenticity of the 

acknowledged events. It will not maintain the decoupling between publisher and subscriber for publisher/subscriber system. 

Therefore, we get new system mechanisms to routing over encrypted the events or messages for PKI. This system is allowed the 

subscribers and publishers to give affirmation by satisfying the credential of access without knowing each other. The subscribers 

access system without knowing their subscriptions. In previous work, most of the method has been focused only on provided that 

meaningful and scalable publisher/subscriber systems, but very less attention was given for the need of security. All the previous 
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approach for security of pub/sub systems mostly depend on the behavior of third party that is a traditional network broker. So this 

is to provide a better security in the broker-less 

 In this current approach, all subscribers are allowed to maintain and control credentials according to their subscriptions. 

Private keys that are assigned to the subscribers are also labeled with the credentials. Here, identity-based encryption (IBE) is 

used to assured that a particular receiver can decrypt or view the related event. This accomplished by as an when there is match 

found between the criteria or satisfying condition for both with the event and the key (PKI). Also to permit for subscribers to 

verify the authenticity of received events [6]. In the presented architecture of broker system, mostly messaging systems has a 

messaging server i.e. broker is middle. Every application is been linked to the central broker and there is no direct communication 

between applications and system. 

II. RELATED WORK 

These work generally focused on the scalability and expressiveness of the system and little attention is given to the security. 

The work is been presented as follows: 

In this paper [2], author focused on the complicated access control strategy or authentication concept for encrypted data or 

information that is called as Cipher text-Policy Attribute-Based Encryption. Encrypted data is being kept secret even if the storage 

server is not secured by using this technique. In the earlier study work attributes were used for Attribute-Based Encryption 

systems. These attributes gives the idea about encrypted data and specify the policies into user’s keys/attribute. In this current 

system attributes are used to describe an access control of user for system i.e credentials to satisfy and to the party that is 

encrypting the data. This determines the policy for those who can decrypt the encrypted data. 

In this paper [3], proposed a system in which every user submits a list of subscriptions to a broker, and after that broker routes 

data from publishers to the subscribers. When a broker receives a notification or message from the publisher, it contains a data or 

message published by publisher. This data is forward to the subscribers whose system subscriptions match the credential to the 

publisher. However, in many applications, the data content or information is confidential or highly secured, and its contents 

should not affirm to the brokers. User’s subscription may contain responsive information and data that must be keep secured and 

persist from the brokers. Therefore, there is difficult or challenge to broadcast publisher data to the corresponding suitable 

receiver without any mediator. As mediator learn or read the actual content of the notifications and or event published by 

publisher. 

In this paper [4], stated that a publisher/subscriber system that are loosely coupled where application work together indirectly and 

asynchronously. Publisher creates events that are passed to interested subscribers through brokers. In this Subscriber specifies its 

interest by particular specifying filters that is been used by the brokers for the routing of events. So, it is desirable relevance that 

any mechanism that is used for protecting the confidentiality maintains of both the events and the specifying filters should not 

require the both publishers and subscribers to share their secret keys. In addition, such a mechanism should not restrict the 

expressiveness fluency of specifying filters and it should permit the broker to carry out event filtering to route the events to the 

interested subscribers. Existing solutions do not fully address these issues, so here they propose a mechanism that will address all 

these issues. 

In this paper [5], have mentioned a structure called as Event Guard for the building of secure wide area pub-sub systems. The 

purpose of the Event Guard mechanisms is to provide the security guarantees at the same time maintaining and controlling the 

systems over all scalability, performance and simplicity. In Event Guard architecture system consists of three main components as 

suite of scalable key management algorithm access control on subscribers, security guards, and publisher/subscriber system 

network design that is capable of recovering quickly from the difficult situations.  

In this paper [6], author has proposed a set of security mechanisms that will allow for privacy-preserving passed through the 

encrypted contents messages based on subscriber’s interests. The main advantages and applications of this systems are that it 

ensures both data confidentiality i.e. brokers in charge of data forwarding do not trust each other. The system uses multi-layer 

encryption mechanism that enables the intermediately nodes to handle information of forwarded tables. These allow performing 

content data forwarding using encrypted content. In this encrypted messages access by subscriber without accessing the plaintext 

of the data. In this method, it avoids key sharing between both sender and receiver or end-users. This targets to improved CBPS 

model, brokers can be work as subscribers at the same time.  

In this paper [7], author has conducted a detailed overview of the “PADRES” which is a content-based publisher/subscriber 

system. PADRES has a ability that is useful in correlating events, accessing data that is produced in the past and that will be 

produced in the future, balance the traffic load among brokers, and handle network failures. They have also many presented the 

several corresponding applications system in detail structure that can benefit from the content-based nature of the 

publisher/subscriber system and take benefit of its scalability and robustness features. 

In this paper [8], in his work have described “Hermes”, that is a circulated, mechanism used is event-based intermediately 

function to provides end to end communication techniques to extend and rugged event communication. It uses end to end 

communication techniques for to cope up and control network of event for middleware. Also in addition of fault-tolerance to 

occurrence of program for transmission algorithms is used in this system. 

 In this paper [9], proposed their work have planned the first identity based sign encryption scheme. However, they show that 

their scheme still has some security weaknesses and issues. Further they propose a corrected version of the system and prove its 

security under the existing security model for identity-based sign encryption. 

The current approaches stated that uses one end authentication functions where security was provided under less expensiveness. 

Identity Based Encryption (IBE) [6] has paying attention only to provide the communicative and scalable publisher/subscriber 

systems, but some attention has also been paid for the obligation of security. Previous proposed approaches are toward the 

security of publish/subscribe systems. They mostly depend on the role played by of a traditional network broker. Identity Based 
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Encryption addresses security system under restricted expressiveness and fluency by using only keyword similar for routing 

events or relies on a network of (semi-)trusted brokers. Existing Asymmetric Key Encryption [4] technique where the secret key 

can be shared and is based on coarse-grain based key management. This cannot provide fine-grain access control in a scalable 

manner. Security in broker-less publisher/subscriber systems, where the subscribers are clustered according to their subscriptions.  

III. SYSTEM ARCHITECTURE 

In this proposed project stated that the work, we proposed a fuzzy, which uses encryption, decryption extract and setup. 

 

 
Fig 1. System Architecture  

A. System Details 

Here we used attribute-based encryption (ABE). It is the cryptographic type of solution to provide data confidentiality and 

expressive access control at the same time. It has to be enables data or messages owners to describe their own access control 

policies user some attributes. This enforces the access control policies on the information to be distributed. In existing system CP-

ABE (cipher Text ABE) scheme is used for data sharing in that broker less publisher/subscriber system. Traditionally there is an 

intermediate broker between each publisher and subscriber. In this system there is no need of broker between the publisher and 

subscriber by the use of CP-ABE scheme. In this scheme subscribers and publishers contact with a key server (admin).  Here it is 

nothing but admin module that is the key generation center for key storage. 

In that our system has been dividing in to two phases described below. 

Phase I: 

In the exiting proposed system, both publisher and subscriber are allowed to maintain their confidentiality and produces key 

which is used for a matching and data transmission between them. Key server (admin) collects handshaking keys from both 

publishers and subscriber and as per the subscription of subscriber. 

Phase II: 

Publishers publish an event and subscribers get content and notification. Also get the information of abstract about an event for 

him/her subscribed. AES produces public and private keys and publisher forwarded encrypted contents of data to the subscriber 

and subscriber decrypt the contents of data with private keys. If subscribers wish to change the specific particular data of the 

publisher, he request publisher to get write right. Publisher could give grant to write contents of data or refuse. If publisher permit 

subscriber to change the data, subscriber can change and modified the data. This changed data again forwarded to the publisher 

for final permission. If publisher allows the change data, then that particular contents data will change in data base. 

B. Implementation Modules: 

According to this system phases we have following modules. 

Module 1: Publishing Events 

In this exiting phase, publisher will publish and generate the events in the system. Publisher is authenticated by using the 

advertisements or various marketing in which a publisher tells in advance and applicable the set specific of events which it to 

publish. In this notification and message is sends to all over the subscribers in the system and the specific subscribers those are 

interested in received that event and it is response send to the publisher. 

Module 2: Key Generation  

Before publishing an event, a publisher will contact to admin where some credentials are set. By using that admin assigned the 

key for each event   that are present in its particular marketing and advertisement. If the publisher is been authenticated to publish 

or generate events according to its security and credentials, then separate private keys are generated for each credential/event. In 

that way, to receive relevance events that are matching to its subscription System, for subscriber should also contact the admin 

and obtain the private keys for the security credentials that are associated with the each event in subscription. 

Module 3: Identity Based Encryption 

In this existing phase, both publishers and subscribers contact the admin. Some necessary credentials check by the admin 

is provided and receive some keys, which admired the abilities in the security or credentials. After that, those particular keys are 

used encryption, decryption, and the sign relevance messages in that content-based publisher/subscriber System. The both keys 

that is been assigned to the subscribers and the publishers, and the cipher texts, are some labeled defines with the security. 

Identity-based type of encryption system getting  a particular specifying key can decryption a some particular cipher text only if 

check there is an equal between the security credentials of the cipher text and  some the key. 

3. System Flow: 

1. Setup: 
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It takes input a security parameter k and gives parameters P as output that include master public key. The system has Master 

Private Key Km also called as master key. The system many parameters have a description of a message space M and cipher text 

space C. Here public will know system parameters while the master key is only known to the key server (admin). Give some 

particular security parameter as input to private key generator and run IBE the algorithm to generate master key and public 

parameter. Where this system has public parameter is given to interested parties and master key is kept secret to be credential. 

2. Extract 

In following fig 2. It shows that the private key generation. Provide master key, Public Parameter and an identity ID as input, run 

the IBE algorithm to generate private key. 

 
Fig.2  Private key generation 

 

3. Encryption: 

As shown following in Fig 3 it shows providing the three main parameter such as public parameters, identity ID' and plain text 

(message) as input and run IBE algorithm and generate a cipher text C. 

 

 
Fig 3. Cipher Text generation 

 

4. Decryption: 

Following Fig 4 shows that provides general idea about decryption. The public parameter, private key and cipher text C as input 

for decryption algorithm (IBE). It displayed outputs message if | ID ∩ ID' | ≥ d otherwise error message to the end-user 

 
Fig 4. Message Decryption 

Data or message is forwarded between publisher and subscriber based on above logic is depicted in following figure. 
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Fig 5. Message Decryption 
 

C. Algorithm: 

1. SHA1 

In the SHA1 is a message digest algorithm. Showing follows It takes as a input a  

Message or Data and produces as output 160-bit hash value Key Generation. 

SHA1 algorithm consist of 6-step process 

i. Start Padding of „1000…‟, 

ii. Then Appending message length value, 

iii. To Preparing 80 process functions, 

iv. To generate 80 constant,  

v. To Preparing 5 word buffers, 

vi. Do the Processing input in 512 blocks.  

Both the transmitter and intended receiver of a message in computing and verifying a Digital signature use the SHA1. It is 

computationally not feasible to find a message which corresponds to a given message digest when we use SHA1. Also 

assignment of finding two different messages which produce the same message digests is hard and difficult. Any change occur to 

a message result in a different message digest, and the signature will fail to verify and maintaining.  

 

2. AES Encryption 

The AES algorithm having to a symmetric block cipher text used to encryption (encipher) and decryption (decipher) information. 

Cipher text uses the similar key for both encrypt and decrypt, so the sender and receiver must know and use of similar secret key. 

The AES algorithm operates on bytes and also its AES algorithm as well as most encryption algorithms is reversible, which 

makes it simpler to implement and explain. AES algorithm is an iterated block cipher means that the same operates are 

performing many times on a fixed number of bytes. 

D. Mathematical model 

In Mathematical Model,  

Set Theory Basis 

The System S is as S = {R, C, CT, K, EC, E, D} 

1) Process of Registration R= {P, S} 

Where, R is as corresponds set of publishers and subscribers 

i. P= {p1, p2, p3…pn} 

Where, P is as corresponds set of publishers and p1, p2…pn represented are the number of publishers. 

ii. S= {s1, s2….sn}  

Where, S is represented as the set of subscribers and s1, s2….sn are the number of subscribers. 

2) Follows, Credentials represented set C= {N, CT, D1, D2} Where C is the set of credentials data, N is name of either publisher 

or subscriber, CT is follows category in which both publisher and subscriber belongs. D1 is the describe date of publication and 

D2 is the describe date of subscription. 

3) Events Categories set of CT= {SC, R, SP, P, E, W} 
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Where, CT is set of Categories and SC is for sports, R is for religion, SP is for sports, P is for politics. E is for entertainment and 

W is for weather. 

4) Set of Keys K = {HK, PK, SK} Where, K is represented as set of keys in system. 

The set of HK= {HKP, HKS} Where, HK is set of keys for handshaking between publishers and subscribers. 

The set of HKP= {HKP1, HKP2…} Where HKP is the key for handshake in that case of publishers. 

The set of HKS= {HKS1, HKS2…} Where HKS is the key for handshake in that case of publishers. 

PK= {PKP, PKS} Where, PK represents set of public keys for subscriber and publishers, PKP represents public key for a 

publisher, PKS represents public key for subscriber. 

SK= {SKP, SKS} Where, PK represents set of public keys for subscriber and publishers, PKP represents public key for a 

publisher, PKS represents public key for subscriber. 

5) For the system of Encryption and Decryption. Follows 

E = AES (Input (plain text, PKS)) → Result cipher text 

D = AES (Input (text, SKS)) → Result plain text 

IV. EXPERIMENTAL SETUP 

The proposed system is built using Visual Studio 2010 and SQL Server2005 on Windows platform. The system have any 

standard machine is capable of running the application, it doesn’t require any specific hardware to run;. The system analysis is 

carried out for different operation performed by user on file access.  

V. RESULTS AND DISCUSSION 

In this System our experimental results describe that the proposed method reduces the computation time. It also provides filtered 

or restricted access control in hierarchical level. In previous system increasing the attributes will increase the computation time 

also. Also the existing CP-ABE scheme only supports access control in single level. In this modified scheme it observed that the 

computation time for cryptographic operations is decreased and access control is improved. The following graph compare the 

computation time of the two  

 

 

VI. CONCLUSIONS 

In this paper, we have developed a broker-less publisher/subscriber system with having the Identity-based encrypted System. This 

Identity-based type of encryption scheme made use of attribute which identity a user as a public key of that user. Data 

confidentiality has been provided by encrypting the information or data using IBE. Subscriber can decrypt data if public key 

matches. Here hierarchical approach is used. Master key is used for it. Increasing the attributes in the policy will increase the 

computation time too. Computation time and average access control are the main drawbacks of the existing system. Introducing 

the proposed hierarchical scheme, it is observed that the computation time for cryptography is decreased and access control also 

get improved. 
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