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Abstract - A sensitive data is stored and shared in third part sites. A public-key-based one-to-many encryption that allows
users to encrypt and decrypt data based on user attributes. ABE is flexible access control of encrypted data stored in the
cloud, using access polices and attributes associated with private keys and cipher texts. By using an encryption/Decryption
standard our distributed secure computation system shows that our approach seamlessly integrates security enforcement
at the user intensity with a certain trust level. This method is verifying the correctness of the conversion from encryption
to decryption is made. In the existing system, Private and public key are generated by the source organization and proxy
verifies the private key before issuing destination. But the existing system, attribute based master secret key is not unique
at their attribute consideration. Hence a system check the unique attribute based encryption using proxies and outsourced
decryption.
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I. INTRODUCTION

The network security is consists of the previsions and policies adapted by network administrator to prevent the unauthorized
access. And then network security is a layer of the protection. In network number of hackers is available in third party site so the
security is important in data transformation. The encryption and decryption is more expensive in the data transformation between
the receiver and sender. A cryptographic is a secure communication in third parties. Then it given storing and transmitting data in
particular form whom it is intended can lead and process it. Cryptography is the study of secret writing.

Concerned with developing algorithms: Conceal the context of some message from all other sender and recipient verify the
correctness of a message to the recipient. In public key cryptographic is the decrypt the data in receiver keys. The cryptographic
key length is measures by bits of the keys the size will be in 128 bits. In attribute based encryption (ABE) is a public-key, and it
is a flexible access control. Attribute is a quality of the particular factor. ABE is a new public key based one-to-many encryption.
Based on the attributes and access policies only the private key and cipher text is generated. There are two kinds of ABE schemes:
key-policy ABE and cipher text-policy ABE. In a CP-Abe scheme, every cipher text is associated with attributes, and private key
associated with set of attributes. KP-ABE is the dual to CP-ABE in the sense that an access policy is encoded into the user’s
secret key. One of the main efficiency drawbacks of the existing ABE schemes is attribute based master secret key is not unique
at the attribute consideration.

Figure 1: Attribute based encryption

The proxy operated by a cloud service using user’s attributes and access policy to get a cipher text details to user. Identity is a
set of attributes; it is commonly used in identity based encryption [8]. The fuzzy identity based encryption is measured by set
overlap distance metrics. Fuzzy IDE hide the public key then it is used to encrypt the cipher text. The documents are stored in
untrusted server relying on trusted server. The monotonic access structure is used ABE it will get a restricted access structure. The
secret sharing schemes is limited access to the monotonic access structure [2]. It removes the restricted or fixed size of attributes.
Attribute based re-encryption is a proxy transform a cipher text under an access structure and same plain text under an access
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policy. The chosen cipher text attributes are very difficult to handle in proxy re-encryption [9]. Encrypted data shares only the
limited user’s cross- grained level, so using the fine-grained access level using different access rights to an individual users [1].
The different user’s to allow decrypting the different pieces of data in security policy.

The central authorities and attribute authorities are managed by identity, attribute related keys [7]. CP-ABE scheme managed
different attribute authorities and no authority can independently decrypt any cipher text. A maximum hierarchy depth had to be
fixed at setup. Nested dual system encryption to prove the security of an HIBE and selectively secure in ABE [3]. Access
structures are converted as the minimal set, which can provide fast decryption ability. Higher decryption efficiency in that the
decryption cost is independent to the depth of access structures. To refresh the master secret key the leakage information is
allowable [10]. In outsource the decryption of ABE cipher text the size of the cipher text a time is complex in access formula. The
CPA and CCA is secure in outsource decryption, user’s saves the bandwidth and decryption time without increase the number of
transformation [5]. Set of attributes and private keys are associated with access structures that specify which cipher texts the key
holder will be allowed to decrypt. In cipher text policy challenging problem is to achieve the same level of expressivity and
efficiency. The constant size cipher text is to be used in provable secure [4]. Cipher text policy hiding CP-ABE construction but
only supporting restricted access structures. Protecting the privacy of plaintexts, cipher text policy hiding CP-ABE also protects
the description of the access structures associated with cipher texts [6].

A. Our contribution

The cloud is used to verify the transformation is correct. It does not rely on random oracles. First modify the ABE with
outsourced decryption and the new schemes will be implemented in further verifiable of transformation. Then rest of the paper
will be using the proxy verification and outsourced decryption.

I1. METHODOLOGY TO USE

A. Cipher text policy attribute based encryption:

Cipher text policy attribute-based encryption scheme, private key is associated with a set of attributes representing their
capabilities, and a cipher text is encrypted such that only users whose attributes satisfy a certain policy can decrypt. These are the
working process,

& List of users U = fuy; Uy} :232; Ung

List of Attributes A = {a; a,; ::::; ax}
Each user will be assigned a subset of attributes
D ={d;; dy; :::;; dy} Where D 2 A
Each encrypted le will be assigned an access tree in which:

" Leaf Nodes are attributes in A.
Each none leaf node is a gate Node with assigned Threshold.
" The threshold k; 0 ky num, where num, is the number of children for node x.
Y If the Node is an AND k, = num,.
V- If the Node is an OR k, = 1.

o o o o

B. Attribute based encryption:

Attribute-based encryption (ABE) is a concept of public-key cryptography. The cryptographic key, a message is encrypted for
a receiver using the receiver’s public-key. ldentity-based encryption (IBE) changed the public-key cryptography by allowing the
public-key to be an arbitrary string, e.g., the email. Key length is equal to the number of bits in an encryption algorithms key.
If an n bit of keys is available then it gets an (2") possible key.

Step 1: User to identify some of attributes.

Step 2: Based on the attributes only the master secret key will be generated, the size of the key is measured only the
attributes.

Step 3: Private key and public key is received by the server to user.

Step 4: User to encrypt the data using public key then only the encrypted data send to the server.

Step 5: The encrypted data is sending it to the server. The user checks the decryption process because the original data only to
be encrypted are not.

C. Proxy signature verification:

Key generation the original signer selects a random number x € Zq* as the private key and the corresponding public key isy =
g* mod p. Then, the original signer publishes (p, q, g, y).

Proxy key generation should do following steps:

1. Select a random number k, € Z,".

2. Compute ry = g mod p, and sets s, = (X + kara) mod q.

3. Forward (ra, Sa) to the proxy signer.

On receiving the (ra, sx), the proxy signer should verify the validity by checking equation g ** . yr,"* mod p. The proxy signer
accepts s,, if the equation holds, and continues following steps.

Proxy signature: the original signer to create a signature S(sa, m) using the proxy key s,.
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Figure 2: proxy signature

1. Selectarandomk € Z,".

2. Compute r = (g™ mod p) mod g.

3. Sets=k? (h(m) + sgr) mod q.
The proxy signature is the tuple (g', ra, €', 1, S).
Proxy Signature Verification

To verify the proxy signature (g’, ra, €', I, S) o0n message m, a verifier should:
1. Query checks the proxy key for the original certificate is valid.

2. Verifythat 1 <r<qand 1 <s<q; if not holds, then reject the signature.
3. Computew =s" mod q.

4. Compute u; =w . h(m) mod g, u, = rw mod g, and uz = €'u, mod q.

5. Compute V. (g™ ra” y** mod p) mod q.

Accept the signature if v=r.

D. Quantization:
The quantization process is inherently loss because of the many-to-one mapping process. Concatenating outputs from
multiple hash (master key information) functions provides private and public key information
C=Ek(M)
Where the product is the public key information, i.e., the generated cipher text with n user, we provide a unique attribute
based id with Key specification as private key Therefore,
[n (n-1)]/2

((TE;‘:)I), (a‘l)i) = verse(r, , . (CE;), ai))

E. Coercion:

The goal of the coercion system is to force another party to act an involuntary manner. Coercion is an object to a primitive
type. Input: H, an invertible function with attributes; K, Session key with exclusive OR operator,

R = e F( LY
L = Ly H (R & k)
R = "o ;I"—I"—I: I .ﬁ:}

Let (Lplain, Rplain) be the plain text, (Lcipher, Rcipher) be the corresponding cipher text. Where the inverse product with
Lcipher gives the fully retrieved message and inverse product without Lciper gives transformed partial message.

b= i E(R-m};hnv &) H(I};Emr) B R-};Emr) o) Im};hm

k """ ﬁ-_ E(R-r.t};hnr 'f_'_'i -ﬁ-( }-ajl;f.'li'r. ) 'f,',.i R-};E."Lw: }

111.LEXPERIMENTAL DISCUSSION

The attribute based encryption is a public key. Attributes are used to generate the master secret key before the public and
private key generation of proxy server. Only the proxy server to generate the public and private key then it transfers to sender.
User transfers the plain text into decrypted data using public key. User verification process only encrypted data converted into
decrypted data. The encrypted data only to transfer into the proxy server, then it stored in cloud storage area.
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Figure 3: Architecture diagram

Decryption process is started in further data transformation. Based on the cipher text keys only the two keys are produced in
the decryption process. The transform key and retrieve keys are to be converting the cipher text into a plain text. Transform key is
to convert the cipher text into a partially cipher text data. Retrieve key is used in the partially cipher text data it will be converted
into a plain text. Then the plain text and then the third party created plain text are compared it to verification and validation
process. In between the proxy server is verification process to verify the private key for the user.

The master secret key is generated by using attribute based encryption. Based on the attributes only the master key is created.
Then the proxy generates the public and private key to transfer the keys in sender via email. The access structure specification is
uses the security purpose. Proxy signature verification algorithm is used in the proxy verification process. User checks the proxy
server using the private key. Quantization is a many to one process for finding the receiver. Coercion is and retrieve key is used in
find out the plain text.

MODULES DESCRIPTION

Attributes / Master secret key generation:

Attributes and master keys are used in number of operation is done. Here attributes are in string of characters and then based
on the attributes only the master secret key will be generated by using XML generation. The key value/size is determining only
the details of attributes.

Access structure specification:

This section is used only the security purpose. And then multiple parties need to work together to obtain a resource. The
encrypted data is defined dynamically.
Private key generation:

Private key is known only the parties that exchange secret messages.
Proxy Application Generate Key
string key0 = objConnect.Encrypt(IblUName.Text. Trim().Substring(0, 3) + eml.Text. Trim().Substring(0, 5), false);
string key = objConnect.Encrypt(IblPvt. Text. Trim().Substring(0, 2) + eml.Text. Trim().Substring(0, 2) +
IblDesi. Text. Trim().Substring(0, 2), true);
These are all the private and public key generation process.

Transform/Retrieve key generation:

Decryption strategy is allowing the cipher text then it will be converting two keys for decryption process. Transform key is
partially decrypting the data then it will go the process of retrieve key. After it decrypt the partially cipher text into the
original/plain text.

Performance analyses:
Finally the key strength is visualized graphically. The real time process of data transformation is done in sender to receiver.

IV. SECURITY ANALYSES

A. Bilinear maps:

Let G and GT be two multiplicative cyclic groups of prime order p. Let g be a generator of G and e :G*G-> GT be a bilinear
map with the properties:

1. Bilinearity: for all u;v 2 G and a;b 2 Zp, we have e(ua;vb) = e(u;v)ab.

2. Non-degeneracy: e(g;g) 6= 1.

I[JEDRCP1502023 ‘ International Journal of Engineering Development and Research (www.ijedr.org) 4




© 2015 IJEDR | NC3N 2015 | ISSN: 2321-9939

The bilinear group operate G and bilinear map. e : G*G->GT are both efficiently computable.

B. Access structure:

unauthorized sets.

V. PERFORMANCE ANALYSES

Our implementation adopts the key encapsulation mechanism, where the ABE cipher text is the encryption of a symmetric
key and the message is encrypted separately using a symmetric encryption scheme under this. These modifications reduce the
sizes of the ABE cipher text and the partially-decrypted cipher text by two elements in, respectively, without sacrificing security

and verifiability.
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Figure 4: Various performance analyse details

In our experiments, we do not consider the effect of symmetric encryption. Thus, all the datum on decryption time and cipher
text size presented in Fig. 2 are only associated with the key encapsulation variant of our ABE scheme. For each cipher text
policy, we repeat our experiment 100 times on the PC and 30 times on the ARM device and we take the average values as the
experimental results. In Fig. 2, we show the size of standard ABE cipher text and partially-decrypted cipher text, the standard
ABE decryption time on the Intel and the ARM platforms, the time of generating an outsourcing key, the time of transforming the
ABE cipher text, and the time of decrypting the transformed cipher text on the Intel and the ARM platforms.

VI. CONCLUSION

Check the attributes and master secret key based on encryption and decryption. Proxy server is an intermediate between the
end-users. The proxy server successfully sends the decrypted data into the receiver, then the user to verify the proxy server
because of the keys are all generated by a proxy server only. The verification and validation is successful in decrypt and encrypt
process. The entire process will be done on cloud storage, so the each and every process will be very complicated. In future proxy
server how to be handled in multi cloud storage is to be exercised.
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