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Abstract: Digital watermarking provides secured communication. Due to vast expansion of Internet, digital data such as
audio, images and videos has been used on a large scale for communication. To protect these digital media it is essential to
use digital watermarking for authentication, copyrights and security purposes. This paper gives the detail of digital
watermarking concept and the main contribution in the field of steganography. In image Steganography, communication
in a coded or secret way is achieved to embed a message into cover image (the original image where the message is
embedded) and generate a stenographic-image (image consisting of the embedded message). In this paper analysis has been
done on different stenographic.

Index Terms: Digital watermarking, stenography, Fragile watermarking, hash function.

|. INTRODUCTION

A digital watermarking is a bit pattern ,inserted into a digital image files that identifies the file’s copyright information (author,
rights, etc). Digital Watermarking is done by embedding information in digital data, such that it cannot be detected without special
software without the confirmation that the embedded data is present in all copies of the data that are made whether legally or
otherwise, regardless of attempts to damage/remove it. Digital watermarking has been used to authenticate images and overcome
the problems related with the copyright protection. There are two types of watermarking systems; robust and fragile. Robust
watermarks are are used to keep in check the illegal copying and is made for the copyright protection. The fragile watermarks is
used to detect every possible tampering in the watermarking of the digital media. The main purpose of watermarking is to hide a
message in some image, to get new data image. Digital watermarking concentrates mainly on the protection of rights and the
authentication of digital media. Similar to stenographic methods, digital watermarking methods hide information in digital media.
Steganography is the art of communication such that the presence of a message is not detected. The main purpose of steganography
is to hide message in some image, to get new data image in such a way that an unauthorized user cannot detect the presence of
message in new data image

I1. OBJECTIVES

The main objective of this concept used in the paper is to allow user for a secured communication using digital multi media. It
allows user to hide a secret massage which is retrieve by the user at the receiver end. A Fragile watermarking technique is used
which helps in detection of tempering. Fragile watermarking is very sensitive to tempering which does not allow the access of secret
message even if the image is been slightly tempered. Hash function is used to check if the original file and the received file is
identical or different.

I1l. LITERATURE SURVEY

In [3] authors have proposed an adaptive least significant bit spatial domain embedding method. This method divides the image
pixels ranges (0-255) and generates a stego-key. This private stego-key has 5 different gray level ranges of image and each range
indicates to substitute fixed number of bits to embed in least significant bits of image. The strength of proposed method is its
integrity of secret hidden information in stego-image and high hidden capacity. The limitation is to hide extra bits of signature with
hidden message for its integrity purpose. It also proposed a method for color image just to modify the blue channel with this scheme
for information hiding. This method is targeted to achieve high hidden capacity plus security of hidden message.

Yang et al., in [4] proposed an adaptive LSB substitution based data hiding method for image. To achieve better visual quality
of stego-image it takes care of noise sensitive area for embedding. Proposed method differentiates and takes advantage of normal
texture and edges area for embedding. This method analyzes the edges, brightness and texture masking of the cover image to
calculate the number of k-bit LSB for secret data embedding. The value of k is high at non-sensitive image region and over sensitive
image area k value remain small to balance overall visual quality of image. The LSB’s (k) for embedding is computed by the high-
order bits of the image. It also utilizes the pixel adjustment method for better stego-image visual quality through LSB substitution
method. The overall result shows a good high hidden capacity, but dataset for experimental results are limited; there is not a single
image which has many edges with noise region like ‘Baboon.tif.

In [5] anthers have proposed LSB based image hiding method. Common pattern bits (stego-key) are used to hide data. The
LSB’s of the pixel are modified depending on the (stego-key) pattern bits and the secret message bits. Pattern bits are combination
of MxN size rows and columns (of a block) and with random key value. In embedding procedure, each pattern bit is matched with
message bit, if satisfied it modifies the 2nd LSB bits of cover image otherwise remains the same. This technique targets to achieve
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security of hidden message in stego-image using a common pattern key. This proposed method has low hidden capacity because
single secret bit requires a block of (MxN) pixels.

In [6] author proposed a Pixel value difference (PVD) and simple least significant bits scheme are used to achieve adaptive
least significant bits data embedding. In pixel value differencing (PVD) where the size of the hidden data bits can be estimated by
difference between the two consecutive pixels in cover image using simple relationship between two pixels. PVD method generally
provides a good imperceptibility by calculating the difference of two consecutive pixels which determine the depth of the embedded
bits. Proposed method hides large and adaptive k-LSB substitution at edge area of image and PVD for smooth region of image. So
in this way the technique provide both larger capacity and high visual quality according to experimental results. This method is
complex due to adaptive k generation for substitution of LSB.

In [7] authors proposed a method of Multi-Pixel Differencing (MPD) which used more than two pixel to estimate smoothness
of each pixel for data embedding and it calculate sum of difference value of four pixels block. For small difference value it uses the
LSB otherwise for high difference value it uses MPD method for data embedding. Strength is its simplicity of algorithm but
experimental dataset is too limited.

In [8] author proposed another pixel value differencing method, it used the three pixels for data embedding near the target
pixel. It uses simple k-bit LSB method for secret data embedding where number of k-bit is estimated by near three pixels with high
difference value. To retain better visual quality and high capacity it simply uses optimal pixel adjustment method on target pixels.
Advantage of method is histogram of stego-image and cover-image is almost same, but dataset for experiments are too small.

In [9] authors have introduced a high capacity of hidden data utilizing the LSB and hybrid edge detection scheme. For edge
computation two types of canny and fuzzy edges detection method applied and simple LSB substitution is used to embed the hidden
data. This scheme is successful to embed data with higher peak signal to noise ratio (PSNR) with normal LSB based embedding.
The proposed scheme is tested on limited images dataset. This method is not tested on extensive edges based image like ‘Baboob.tif’.

Madhu et al., in [10] proposed an image steganography method, based on LSB substitution and selection of random pixel of
required image area. This method is target to improve the security where password is added by LSB of pixels. It generates the
random numbers and selects the region of interest where secret message has to be hidden. The strength of method is its security of
hidden message in stego-image, but has not considers any type of perceptual transparency.

In [11] proposed an image stenographic method of mapping pixels to alphabetic letters. It maps the 32 letters (26 for English
alphabetic and other for special characters) with the pixel values. Five (5) bits are required to represent these 32 letters and authors
have generated a table where 4 cases design to represent these 32 letters. According to that table, each letter can be represented in
all 4 cases. It utilizes the image 7 MSB (Most Significant Bits) (27 = 128) bits for mapping. Proposed method maps each 4-case
from the 7 MSB’s of pixel to one of the 32-cases in that table. These 4-cases increase the probability of matching. This algorithm
keeps the matching pattern of cover-image which is then used for extracting data from the stego-image. Proposed method does not
required any edge or smoothness computations but secret data should be in the form of text or letter for embedding.

In [12], authors have introduced a data hiding technique where it finds out the dark area of the image to hide the data using
LSB. It converts it to binary image and labels each object using 8 pixel connectivity schemes for hiding data bits. This method
required high computation to find dark region its connectivity and has not tested on high texture type of image. Its hiding capacity
totally depends on texture of image.

Babita et al., in [13] uses 4 LSB of each RGB channel to embed data bits, apply median filtering to enhance the quality of the
stego image and then encode the difference of cover and stego image as key data. In decoding phase the stego-image is added with
key data to extract the hidden data. It increases the complexity to applying filtering and also has to manage stego-key. Proposed
scheme has high secret data hiding capacity.

In [14] author have proposed a pixel indicator technique with variable bits; it chooses one channel among red, green and blue
channels and embeds data into variable LSB of chosen channel. Intensity of the pixel decides the variable bits to embed into cover
image. The channel selection criteria are sequential and the capacity depends on the cover image channel bits. Proposed method
has almost same histogram of cover and stego-image.

Hamid et al., in [15] have proposed a texture based image steganography. The texture analysis technique divides the texture
areas into two groups, simple texture area and complex texture area. Simple texture is used to hide the 3-3-2 LSB (3 bits for Red, 3
bits for Green, 2 bits for Blue channels) method. On the other hand over complex texture area 4 LSB embedding technique is applied
for information hiding. The above method used the both (2 to 4 LSB for each channel) methods depending on texture classification
for better visual quality. Proposed method has high hidden capacity with considering the perceptual transparency measures e.g
PSNR etc.

1V. CONCEPT

Fig.1 shows a simple concept of embedding a message into image using steganography. Firstly the image which is be embedded
with the secret message, say the original image in convert into bit stream. Then the message which is to be encoded is converted
into a bit stream. This message bit streams is then embedded in the original image to form a data image say the steganography
image. This is identical to the original image. The difference in the original image and the stego-image can not be detected with the
necked eyes. The detection of the message is the vice-versa process.

Now for the authentication , fragile watermarking is used. Fragile watermarking is destroyed when tempered. Considering this
property , fragile watermarking can detect a slight tempering in the original image. This shows that some kind of hacking is tried
on the image. And if the image is hacked the secret message cannot be displayed .

Hashing algorithm is used to execute this concept. Hash function is applied on the block of image say the original image and
if there is even a small change in the image the hash function will be changed.
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Figure 1. General block diagram of message encoding and decoding

V. CONCLUSION

This paper gives an overview of different stenographic technique which have been proposed in the literature during last few years.
We have analyzed the application of fragile watermarking, showing the effective detection of tempering, which helps in the
authentication of the image from threats due to unauthorized user.
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